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2.16 Safe Online Environments for Children

This policy outlines the Service’s commitment to actively protect children and safeguard their welfare in all
online environments. As a service, we recognise the increasing use of digital platforms for learning,
communication and recreation. We are dedicated to developing and implementing practices that create a
secure online environment, where children—

e Are comprehensively guarded from all forms of harm and exploitation.

e Have their reputation, personal data and privacy protected.

o Are never exposed to inappropriate or harmful content.

¢ Are empowered with the knowledge and skills to navigate online spaces safely.

Guided by the Best Practice Framework for Online Safety Education and eSafety Early Years program for
educators published by the eSafety Commissioner, this policy aims to balance the significant learning and
engagement opportunities afforded by digital devices with our paramount responsibility to safeguard every
child's wellbeing and best interests. The service’s procedures will continuously be assessed, improved and
adapted to evolving digital landscapes. We are committed to fostering genuine collaboration with children
(and their families) to empower their active participation around the design and ongoing development of our
protocols for safely using digital devices and engaging in online activities at the Service.

This policy applies to all children, staff, volunteers, and parents/guardians connected to the Service and
covers all online activities, the use of online learning platforms and any digital interactions. The nature of
technology means there are many opportunities for online environments to intersect with the service at
several junctures and stakeholders including—

e Access to technology and the internet at the Service.

e The taking, storing, and sharing of photos and videos of children.

e Social media use by the broader community, including educators that may relate to the Service

or its children.

The Approved Provider will ensure that all service owned computers and mobile devices that have internet
access are fitted with advanced, regularly updated security and filtering software to prevent access to
inappropriate information and harmful web sites.

Information technology that may be used at the service including computer equipment for the use of music,
dance, movies, information, and other relevant internet access for enhancing an activity. Use of other items
such as cameras, |IPads and Service-issued mobile phones are included.

The Service’s policy sets out clear, explicit and non-negotiable expectations for the community to use and
interact online in a manner that consistently maintains and enhances the safety and wellbeing of children.
Anyone acting in a manner incompatible with our commitment to the safety and wellbeing of children will be
subject to disciplinary action relevant to the circumstance, up to and including termination of employment or
enrolment.

Definitions

Internet: refers to the world wide web of computer systems that facilitates the transmission and exchange
of data. Information search engines and web browsers include, but are not limited to, Google, Firefox and
Internet Explorer.

Social Networking Media: refers to any online tools or functions that allow people to communicate or
share information via the internet. This includes, but is not limited to, applications such as Facebook,
YouTube and Twitter.

Mobile device: refers to devices that have non-Wi-Fi internet access such as iPads, tablets, iPods, and
mobile phones

ICT: information and communication technology.



Cyber-bullying: involves the deliberate, repeated, and hostile use of information and communication
technologies by an individual or group that is intended to harm, intimidate, or distress others.

Roles and Responsibilities

Approved Provider

Ensure all obligations under the Education and Care Services National
Law and National Regulations are met, with a specific focus on digital
safety and child protection in online environments.

Mandate that the Safe Use of Digital Technologies and Online
Environments policy and procedures are fully implemented, that
appropriate and regular risk assessments are completed, and that all
identified actions are taken promptly to minimise any risks to children’s
health, safety, and wellbeing in digital spaces.

Actively promote and embed a culture of child safety and wellbeing that
underpins all aspects of the service’s operations, including online learning
environments and digital interactions, specifically to reduce all forms of
risk to children (including the risk of abuse, exploitation, and inappropriate
exposure).

Ensure the safe, supervised, and purposeful use of all digital
technologies, including smart toys and online environments, across the
entire service.

Ensure Nominated Supervisors, Educators, and other staff rigorously
implement practices that align with the National Model Code and the
service’s explicit child safe practices for the ethical and secure use of
electronic and digital devices for taking, storing, and sharing images or
videos of children.

Ensure all policies and procedures actively promote equity and respect
diversity for the safety and wellbeing of all children and young people in
digital contexts.

Take all reasonable and necessary steps to ensure that Nominated
Supervisors, Educators, and other staff consistently follow the Safe Use of
Digital Technologies and Online Environments policy and procedures, with
regular monitoring and accountability.

Ensure that current copies of the policy and procedures are readily
accessible to all stakeholders (children, families, staff, volunteers) and are
available for inspection, promoting transparency in our safety practices.

Nominated Supervisor
and Responsible Person

Rigorously implement the Safe Use of Digital Technologies and Online
Environments policy and procedures and ensure that dynamic, up-to-date
risk assessments are consistently in place for all digital activities. Action
plans for individual children will be developed and implemented where
necessary to address specific online safety needs.

Ensure all staff are comprehensively trained and understand how to
actively and vigilantly supervise children while they are using digital
technologies, including monitoring screen content and interactions.
Ensure staff-to-child ratios are consistently met and maintained to ensure
adequate and effective supervision of children engaging with digital
technologies.

Ensure all educators and staff know precisely where to access and fully
understand the Safe Use of Digital Technologies and Online
Environments policy and procedures.

Maintain ongoing, transparent communication with educators and staff
about their responsibilities and any changes to policies, procedures, and
relevant legislation, particularly as digital technologies and online risks
evolve rapidly.

Actively support educators and staff to uphold the service’s robust culture
of child safety and wellbeing across all operations, including when
accessing digital technologies and online learning environments.




Support educators and staff to fully understand the National Model Code
and effectively manage the use of electronic and digital devices at the
service, including the service’s explicit expectations around the
appropriate and prohibited use of personal and service-issued devices.
This includes training on how to handle situations where a child,
regardless of parental consent, expresses a wish not to be photographed
or filmed.

When required, work collaboratively with appropriate external services
and/or professionals (e.g., eSafety Commissioner, child protection
agencies) to support children’s safe access, inclusion, and participation in
the program, including their secure engagement in online learning
environments.

All Staff

Implement the Safe use of digital technologies and online environments
policy and procedures and ensure that any action plans developed for
individual children are implemented.

Consistently uphold the service’s culture of child safety and wellbeing in
all interactions, with particular vigilance when accessing digital
technologies and online learning environments.

Understand the individual needs and action plans for specific children and
understand how they relate to the safe and appropriate use of digital
technologies and online environments for those children.

Ensure active constant, and vigilant supervision of children when they are
using digital technologies, including by monitoring screen content,
interactions, and maintaining strict staff-to-child ratios.

Recognise and respond effectively to children and young people when
discussing the use of digital technologies and online environments,
considering their diverse needs, interests, and developmental stages, and
empowering them to report concerns.

Actively ensure children and young people participate in decision-making
in matters affecting them regarding the safe and appropriate use of digital
technologies and online environments at the service, fostering their digital
literacy and agency.

Ensure you fully understand the National Model Code and the service’s
explicit expectations around the use of personal and service-issued
devices while at the service and proactively seek guidance when needed
from the Nominated Supervisor or Approved Provider regarding any digital
safety concerns or uncertainties, including respecting a child’s right to
refuse to have their image taken or shared, even if prior parental consent
has been provided .

Families

Read, understand and adhere to the Service’s policies and procedures
regarding the Safe use of digital technologies and online environments for
children.

Actively support and reinforce the Service’s expectations regarding the
use of children’s personal digital devices while at the Service,
understanding these are in place for the safety of all children.

Promptly raise any concerns about the safe use of personal devices
and/or the internet with the Nominated Supervisor, collaborating to
address potential risks.




Key Tasks and Responsibilities

Managing Infrastructure | The Approved Provider is responsible for ensuring the service has robust and
up-to-date technological protections established, if and where children may
access the internet as part of the program. The Nominated Supervisor or
Responsible Person is responsible for ensuring these safeguards are
consistently working as intended and are regularly reviewed for effectiveness.

Providing Supervision All educators, especially those tasked with leading specific activities, are
responsible for actively and vigilantly supervising children using devices and
accessing content, ensuring their safety and appropriate engagement at all

times.
Professional All educators are expected to behave in the manner set out in policy to ensure
Communication children’s safety and wellbeing is never compromised in any form of
Interactions communication, particularly online. Any concerns are to be immediately

brought to the attention of the Nominated Supervisor to be addressed
promptly and effectively.

Procedures

Cyber Safety

Cyber Safety encompasses the comprehensive protection of users of technologies that access the Internet,
and is relevant to all digital devices including computers, iPads and tablet computers, mobile and smart
phones and any other wireless technology (including personal wearable devices like smart watches). With
increasingly sophisticated and affordable communication technologies, there is a critical need for children
and young people to be informed of both the benefits and the inherent risks of using such technologies.
More importantly, robust safeguards must be in place to protect young children from accidentally stumbling
upon, being exposed to, or being targeted by unsuitable material, content, or individuals.

The Service has a duty of care to children under various legislative frameworks to ensure the environment
is consistently safe, inclusive, respectful and free from risk of harm, including all forms of cyber bullying
behaviour. Educators will respond appropriately to any suspected or reported cyberbullying by reporting
this behaviour immediately to management who will then assess the need to seek further advice from the
Police or the eSafety Commissioner.

The Service will ensure all digital devices that have the ability to access the internet have appropriate and
regularly updated filtering and monitoring systems and protocols enabled to protect children from
inappropriate content and interactions.

Educators will actively encourage children’s safe and responsible use of the internet through a range of
proactive strategies including, but not limited to:

¢ Vigilantly monitoring what children are looking at/for if accessing the internet, ensuring content is
age-appropriate and safe,

e Actively monitoring who children are chatting to/interacting with while accessing the internet,
ensuring all interactions are safe and authorised,

e Engaging in regular, age-appropriate conversations with children about their concept of ‘the internet’
and ‘being online,’ intentionally teaching them about safe online behaviours, privacy, and how to
report anything that makes them feel uncomfortable or unsafe. This includes empowering children
to understand and exercise their right to have an image or video of them removed or not taken at
all.

Digital Technology and Electronic Devices used at the Service

Visitors, volunteers and family members will be informed that the use of personal electronic devices used to
take photos, record audio or capture video of children who are being educated and cared for at the Service
is strictly prohibited. This includes the use of items such as tablets, iPads, mobile phones, digital cameras,
smart watches, META sunglasses and personal storage and file transfer media (such as SD cards, USB
drives, hard drives and cloud storage).



Explicit written consent will be required from parents/guardians before any visitor or volunteer captures
images or videos of a child. This includes, but is not limited to, incursion providers, practicum students,
Inclusion Support professionals, or NDIS funded support professionals. This consent is necessary for any
image or video captured for professional observation or documentation purposes.

Service Owned Device use

The Service will ensure an adequate supply of digital devices are provided for Educators to use for work
related purposes. This may involve taking images, videos or recording audio of children as part of their
professional duties.

Service owned devices may also store records with children and families personal information and contact
details. These devices will be password protected with access limited to authorised persons only.

Where service owned devices and media are made available to children, these are to only contain content
that is appropriate for children, using government classifications (G and/or PG-rated) as the guiding
principle and regularly reviewed for suitability.

Children’s access to digital technology and devices

Any children using devices — connected to the internet or not - must be properly and actively supervised in
an open and visible environment. Educators must be able to easily view screens at any moment to ensure
appropriate content and interactions. Any access to the internet must be approved and is only made
available when filtering and/or monitoring systems are enabled and only then for supervised homework or
pre-approved research purposes.

In upholding our commitment to children’s health, physical activity and wellbeing, access to digital
technology and devices (i.e. screen-time) will be purposefully limited and balanced with other activities:

e BSC or ASC sessions — internet used devices are only to be used for homework or other research
activities, under direct supervision they may be used for child related programmed activties.

o Vacation Care sessions - some restricted leisure time is made available with clear times set out in
the program and strict supervision protocols in place. This may include the use of children’s
personal, and service owned devices that have access to the internet and only with explicit parental
consent and adherence to all safety guidelines.

To ensure a safe online environment, the Service will ensure there are appropriate and regularly updated
filtering and monitoring systems and controls in place for all situations where children may have access to
the internet, online learning platforms or other applications.

Educators will provide adequate, diligent and consistent supervision to monitor children’s access to the
internet, online learning platforms and applications to ensure only appropriate and safe content is being
accessed and interactions are secure.

Children’s personal devices will NOT have access for connection through the Service’s internet provider to
maintain a secure network.

Educators will not encourage or permit children to take photos or videos of other children on their own
personal devices under any circumstances, to protect privacy and prevent misuse. Additionally, children will
be educated on the ethical use of service-owned devices for taking images, with a strict protocols for taking
photos or videos of other children and only for an educator-led, pre-approved project.

Should a child be accessing inappropriate content or using the camera on their device without permission,
immediate action will be taken to stop the activity and written notification will be provided to
parents/guardians advising them of the incident and the safety breach. The letter may also outline future
restrictions to be imposed on the ability to have their personal device at the Service at any time with the
primary goal of ensuring the safety of all children.

Any intentional misuse of a personal device for the purpose of online bullying, harassment or image-based
abuse will be immediately and thoroughly investigated and reported to relevant child protection authorities
such as the Office of the eSafety Commissioner, in accordance with policy 2.14 Child Protection and
Mandatory Reporting




Educators Device use

To further align with the National Model Code's emphasis on minimising privacy risks, Educators will be
strictly prohibited from having their own personal digital devices on their person whilst children are at the
Service. The only exception is if they have explicit written permission from the Approved Provider for
specific, pre-approved operational reasons such as emergency contact or a medical issue.

Where an educator believes their personal digital device and/or electronic equipment are genuinely needed

for a program activity, they should communicate this to the Nominated Supervisor for approval and to
ensure all safety protocols are met.

Taking of Images and Videos of Children

All images and videos of children will only be taken for educational or documented learning purposes, and
never for gratuitous or personal reasons.

The service will ensure that consent from families is informed, written, and revocable, with a clear
distinction between internal use (e.g., in a child's learning journal) and external use (e.g., on a public-facing
social media page).

The service will proactively teach children about their right to privacy and to say "no" to being photographed
or filmed. This decision will be respected immediately by all staff, regardless of whether a parent has given
consent.

Educators are strictly prohibited from using their personal devices to take images or videos of children at
the service. All photos and/or videos taken must be done on service-owned, secure devices.

Safe Storage of Images and Videos of Children

All digital images and videos will be stored on encrypted, service-owned storage devices or cloud services.
Access will be managed through multi-factor authentication where possible. Personal devices, including
staff phones or personal cloud accounts, are strictly prohibited for storage.

The Nominated Supervisor will be responsible for conducting audits of all digital storage systems to ensure
compliance with this policy. This includes verifying that images are being stored correctly, that access to
images and videos is authorised and that all data related to departed children has been properly deleted,
where relevant.

Data Transfer and Secure Disposal
To prevent data loss and unauthorised access, all images and videos captured on service owned devices
must be securely transferred to the primary storage system on a regular basis.

When a child leaves the service, all digital images and videos related to that child will be permanently
deleted from all storage locations if the parent has requested for their removal. Removal of digital images
will take place at the end of each calendar year or in accordance with regulatory prescribed documentation
retention periods. For printed materials, secure shredding or incineration will be used.

Software Programs, APPS and Artificial Intelligence (Al) Interactions

If the Service uses an online documentation software program that enables the sharing of observations,
photos, videos, daily reports, and learning portfolios with families through a secure, closed platform.
Access is password protected to ensure the privacy of children, families, and Educators. Each parent
account holder is required to create their own user account and ensure log in, and password information is
not shared.



The Approved Provider will ensure programs requiring additional background checks, such as CCS
Software, are only accessed by authorised staff who have completed necessary screening processes in
accordance with Family Assistance Law.

The Nominated Supervisor will ensure any educational software programs or APPS used as part of the
program are age-appropriate and that service owned devices used have appropriate and regularly updated
filtering and monitoring systems and controls in place.

When accessing or using Al, Educators must be aware of its limitations, privacy risks, and the potential for

errors. Al can be a useful tool but is the responsibility of the user to ensure the accuracy of the information
it provides. No details that could identify individual children, such as names and date of birth should ever be
used with Al.

Confidentiality and Privacy

Policy 7.6 Privacy and Confidentiality of Records applies to all use of digital technology and online
environments. All staff and visitors must ensure that any information, images, or digital content related to
children, families, and the Service is collected, stored, used, and shared in accordance with privacy
legislation and Service procedures, to maintain confidentiality and protect the safety and wellbeing of
children.

The Nominated Supervisor will immediately advise the Approved Provider of any potential threats to data
security and will follow all relevant policies, procedures and practices to protect sensitive digital data.

If there is any suspicion that an e-crime has been committed, a report will be made to the police. If there is
a reasonable suspicion that evidence of a crime is contained on a service issued or Educator’s device it will
be made available to the investigating police officer without delay and the electronic device should not be
tampered with.

The Service may also be required to complete an Incident, Injury, Trauma and lliness report and notify the
Regulatory Authority as per policy 7.7 Managing Notifications, ensuring all legal and ethical reporting
requirements for child safety are met.

The Approved Provider will notify the Office of the Australian Information Commissioner (OAIC) in the event
of a possible data breach. This could include:
¢ A device containing personal information about children and/or families is lost or stolen (parent
names and phone numbers, dates of birth, allergies, parent phone numbers,
o A data base with personal information about children and/or families is hacked,
Personal information about a child is mistakenly given to the wrong person (portfolios, child
developmental report),
¢ Any possible breach within the Service or if the device is left behind whilst on an excursion.

Identification of Online Abuse and Reporting Safety concerns

Through comprehensive induction and ongoing training, Educators and other staff will be made are aware
of their mandatory reporting requirements to report any concerns related to child safety including
inappropriate use of digital technology to the Nominated Supervisor or Approved Provider.

Educators will actively encourage children’s safe and responsible use of digital technology and devices
through a range of proactive strategies including, but not limited to:

¢ Monitoring what children are looking at/for when accessing the internet, ensuring content is age-
appropriate and safe,

e Engaging in regular, age-appropriate conversations with children about their concept of ‘the internet’
and ‘being online,” intentionally teaching them about safe online behaviours, privacy, and how to
report anything that makes them feel uncomfortable or unsafe.

e Empowering children to understand and exercise their right to have an image or video of them
removed or not taken at all




Legal and Regulatory Foundation

In preparing and implementing this policy, the Approved Provider recognises the obligations and
requirements related to —
National Quality Framework

e Education and Care Services National Law:
o s.162A Child Protection Training
o 8.165 Offence to inadequately supervise children
o s8.167 Offence relating to protection of children from harm and hazards

e Education and Care Services National Regulations:
o R.73 Educational Program
R.76 Information about educational program to be given to parents
R.84 Awareness of child protection law
R.115 Premises designed to facilitate supervision
R.155 Interactions with children
R.156 Relationships in groups
R.168 Education and care service must have policies and procedures
R.170 Policies and procedures to be followed
R.171 Policies and procedures to be kept available
R.172 Notification of change to policies or procedures
R.175 Prescribed information to be notified to Regulatory Authority
R.176 Time to notify certain information to Regulatory Authority
R.181 Confidentiality of records kept by approved provider
R.183 Storage of records and other documents
R.184 Storage of records after service approval transferred
R.195 Application of Commonwealth Privacy Act 1988
¢ National Quality Standard:
QA 1 — Educational Program and Practice
QA2 — Children’s health and safety
QA3 — Physical Environments
QA4 - Staffing arrangements
QA5 — Relationships with children
QAG6 — Collaborative partnerships with families and communities
QA7 — Leadership and Management
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Additional Regulatory Context and Guidance

e Working with Children (Risk Management and Screening) Act 2000 (Qld)
Criminal Code Act 1899 (Qld)
Online Safety Act 2021 (Cth)
eSafety Commissioner - Best Practice Framework for Online Safety Education
eSafety Commissioner - eSafety Early Years program for educators
ACECQA PolicyGuidelines SafeUseOfDigitalTechOnline final.pdf
NQF Online Safety Guide 1.pdf
NQF Child Safe Culture Guide | ACECQA
Child Safe Standards | Queensland Family and Child Commission
National Model Code Taking Images and Videos.pdf
Privacy Act 1988



https://www.esafety.gov.au/educators/best-practice-framework
https://www.esafety.gov.au/educators/early-years-program
https://www.acecqa.gov.au/sites/default/files/2025-07/PolicyGuidelines_SafeUseOfDigitalTechOnline_final.pdf
https://www.acecqa.gov.au/sites/default/files/2025-06/NQF%20Online%20Safety%20Guide_1.pdf
https://www.acecqa.gov.au/nqf-child-safe-culture-guide
https://www.qfcc.qld.gov.au/childsafe/standards
https://www.acecqa.gov.au/sites/default/files/2024-07/National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf

Related Policies and Procedures

1.1 Educational Program Development and Implementation
2.1 Providing a Child Safe Environment

2.2 Supervision and Educator Ratios

2.14 Child Protection and Mandatory Reporting

4.6 Code of Conduct

a. Interactions and Relationships with Children

6.2 Enrolment and Orientation

7.5 Governance and Management

7.6 Privacy and Confidentiality of Records

7.7 Managing Notifications

Appendices and Forms

Digital Technology/Online Environment Authorisation Form
Service Owned Digital Device Reqgister
Parent/Guardian Consent for Taking, use and storage of images and videos

Policy 2.16 Safe Use of Digital Technologies and Online Environments

Version and reason for change Date Implemented Date of Review

V2023.1 — Address regulatory changes

V2024.1 - No updates

V2025.2 — Added additional definitions to policy statement,
additional procedures relevant to cyber safety, additional
information to Infrastructure and Technology, social media and
communication and information sharing with families.

V2025.3 — Name change, enhanced policy statement, enhanced
roles and responsibilities and enhanced procedures for all sections
to align with additional regulatory context and guidance.

V2025.4 —Enhanced roles and responsibilities and enhanced
procedures to include use of CCTV surveillance and monitoring
systems




